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1 Executive Overview

Major changes in the existing emergency services architecture are being driven by the rapid

evolution of the types of devices and services that can be used to call for help. Also there is an
increasing volume and diversity of information that can be ragd#able to assist PSAPs and

responders in an emergency. NENA recognizes this is a fundamental update to the North American
9-1-1 system, and is addressing the chaldl-Eage wi
(NG9-1-1). NG91-1 is the evolubn of Enhanced-2-1 to an alIP-based emergency

communications system. This technical specification, commonly referred to as i3, is the first version
of the NG91-1 system design.

NENA i3 introduces the concept of an Emergency Services IP network (EStheth is designed

as an IPbased intenetwork (network of networks) shared by all agencies which may be involved in
any emergency. The i3 Public Safety Answering Point (PSAP) is capable of receibagel®

signaling and media for delivery of emerggmwalls conformant to the i3 standard.

This edition of the i3 standard specifies that all calls enter the ESInet using Session Initiation
Protocol (SIP) signaling. The PSAP is selected using the Emergency Call Routing Function (ECRF),
and calls are delived to the PSAP with location and callback information. It further specifies that a
Location Validation Function (LVF) must be applied by the origination network to validate location
prior to the origination of 4-1 calls.

The i3 document references sevéypes of originating networks that could be used to deliver calls

to an ESlnet, including legacy circistvitched networks (wireline or wireless). Those must undergo
mediation via a gateway to convert the incoming signaling to SIP. In addition, futityiomast be
applied to legacy emergency calls to acquire location and use the information obtained in call setup
signaling to route a call to the PSAP. These originating networks are shown for reference only and
are explicitly out of scope for this docume

NG9-1-1 encourages the creation of many new coordination and information access services to
enrich collaborative interactions between all agencies involved in processing emergency service
requests. A Servie®riented Architecture (SOA) approach hasrbselected to facilitate the
development of those.

This document describes the relationship between NENA standards and standards from other
Standards Development Organizations (SDOs) such as the IETF and 3GPP/3GPP2. The application
of IMS architecture corgpts may appear in the originating network/domain, and as an instance of an
IMS-based ESlInet. A generic SIP and an idsed ESInet are described in this version.

This document is issued as the NENA recommended standard for functions and interfaces between
elements within an ESInet. It provides a Stage 2 definition to include 1) interactions between
origination networks and the ESInet, 2) functional requirements and their interactions within an
ESInet and 3) call delivery to a public safety agency suchP&A#®. The present document also
illustrates an example of an i3 physical architecture to provide context for the functional interactions.
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2 Introduction

2.1 Operational Impacts Summary

The i3 specification encompasses a complete redesign of the eitiresgtem, affecting all
elements, protocols, processes and procedures. It will have far reaching impacts on all participants in
the 91-1 system.

This document reflects the lottgrm view that the networks that connect the PSAP to callers and to
other PSAPs ahresponders will evolve to be-tRised.

Location of the caller (or a reference to it) will be conveyed with the call, so that routing can be
accomplished dynamically along the path of the call from the caller to the call taker, and so that
location is avéable as soon as the call is answered.

Location within the 91-1 system will be regularized, and made conformant with other users of
location (for example, URISA standards). All elements will support both civic and geodetic forms
of location.

Selective Ruters will not be used when the network completes its evolution to-i%3d€d calls
will be delivered directly to the PSA&hdcalls from other technologies will have gateways between
their networks and the {Pased ESlInet.

Emergency Services Zones (B&aAd corresponding Emergency Services Numbers (ESN) as
currently known will be eliminated. Routing to any number of response agencies based on the
location of the caller will be supported.

2.2 Document Terminology

The terms "shall™must" and "required" & used throughout this document to indicate required
parameters and to differentiate from those parameters that are recommendations. Recommendations
are identified by the words "desirable" or "preferably”.

2.3 Reason for IssuéReissue

This document is is&dl to define a specification describing the functionality supported by elements
within an IRbased ESlInet and the interconnection of these functional elenTédmgsversion (Issue

1.0) of the Functional and Interface Standards for Next Generafigh () is intended to be used

in SDO liaisons, and Request for Information (Rg processes. The NENA LTD Working Group
plans to release subsequent versions of the Standard as new work items are identified and resolved.

NENA reserves the right to modifyithdocument. Upon revision, the reason(s) will be provided in
the table below.

Version Date Reason For Changes

Original 12/182007 Initial Document
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2.4 Date Compliance

All systems that are associated with th& 9 process shall be designed and eegjiad to ensure that

no detrimental, or other noticeable impact of any kind, will occur as a result of a date/time change up
to 30 years subsequent to the manufacture of the system. This shall include embedded application,
computer based or any other tygeplication.

To ensure true complianagte manufacturer shall upon requgsbvide verifiable test results to an
industry acceptable test plan such as Telcordis2@45 or equivalent.

2.5 Anticipated Timeline

As this is a major change to thel9 sysem, adoption of this standard will take several years.
Experience with the immediately prior major change-ie19(i.e., Phase Il wireless) suggests that
unless consensus among government agencies at the local, state and federal levels, as well as
carrigs, vendors and other service providers is reached, implementation for the majority of PSAPs
could take a decade. The Long Term Definition (LTD) working group chose technology
commensurate with a2 year implementation schedule

2.6 Costs Factors

This is anall-new 31-1 systemthe cost of everything will change. At this time it is difficult to

predict the costs of the system and more work will be needed by vendors and service providers to
determine the impact of the changes on their products and operaflopsviewpoint within the

LTD working group was that the cost of the new system will be significantly less than the cost of the
existing systemalthough in the transition from the existing system to the new one, duplicate
elements and services will hatcebe maintained at a higher overall co&hother viewpoint was

that costsnay notbe reduced, but the improved service to the public jestliese costsThe

charge to the LTD working group was to NOT consider cost in making technical decisions.
Nevertheless, due to the pragmatic experience of the participants, the document tended to consider
cost as one of the variables in making choices. Estimating the cost to deploy the entird NG9
system is the purview of other groups within NENA.

2.7 Cost Recoery Considerations

Traditionally, much of the cost of the existing-E9 Service Provider infrastructure has been

supported through the collection of fees and surcharges on wireline and wireless telephone service.
Changes in the telecommunications indpbis caused the basis on which the fees and surcharges

are collected to be rendered obsolete, and the architecture described in this document further sunders
the assumptions on which the current revenue streams are based. This document does not make
recanmendations on how funding should be changed, but believes a change from the traditional
mechanisms is required.
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2.8 Acronyms/Abbreviations/Definitions

This is not a glossary. See NENA-002- NENA Master Glossary of-2-1 Terminology located on

the NENA wé site for a complete listing of terms used in NENA documents.

The following Acronyms are used in this document:

Acronym Description

3GPP 3"P Generation Partner Project

3GPP2 3 Generation Partnership Project 2

AAA Authorization, Admission and Aounting

AES Advanced Encryption Standard

AIP Access Infrastructure Provider

ANI Automatic Number Identification

ANS American National Standard

ANSI American National Standards Institute

AOR Address of Record

APCO Association of Public Safety Conunications Officials

ATIS Alliance for Telecommunications Industry Solutions

ATIS-ESIF Alliance for Telecommunications Industry SolutiagnEmergency Services
Interconnection Forum

B2BUA Back to Back User Agent

BCF Border ControFunction

CAD Computer Aided Dispatch

CAMA Centralized Automatic Message Accounting

CAP Common Alerting Protocol

CPE Customer Premises Equipment

CRL Certificate Revocation List

CS Circuit Switched

CSCF Call Session Control Function

CSP Communication Service Praler

DHCP Dynamic Host Control Protocol (i2) Dynamic Host Configuration Protocol

DNS Domain Name Server (or Service or System)

DoS Denial of Service

DSL Digital Subscriber Line

E9-1-1 Enhanced 9-1

ECRF Emergency Call Routing Function

ecrit Emergency Context Resolution In the Internet

E-CSCF Emergency Call Session Control Function

EISI Emergency Information Services Interface

EPAD Emergency Provider Access Directory

ESNI Emergency Services Network Interfaces

Version 1.0December 182007
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The following Acronyms are used in this document:

ESIF Emergency Servicdaterconnection Forum

ESlInet Emergency Services IP Network

ESMI Emergency Services Messaging Interface

ESN Emergency Service Numhedtlectronic Serial Number, Emergency Service
Network

ESNet Emergency Servicdsetwork

ESQK Emergency ServicQueryKey

ESRK Emergency Services Routing Key

ESRP Emergency Services Routing Proxy

ESZ Emergency Services Zone (Same as ESN)

FCC Federal Communications Commission

geopriv Geolocation and Privacy

GSM Global Standard for Mobile Communication

GUID Globdly Unique Identifier

HSS Home Subscriber Server

IETF Internet Engineering Task Force

IM Instant Messaging

IMS IP Multimedia Subsystem

IP Internet Protocol

IP-CAN IP Connectivity Access Network

IP-PBX Internet Protocol Private Branch Exclgan

IPSec Internet Protocol Security

ISDN Integrated Services Digital Network

ISP Internet Service Provider

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LIS Location Information 8rver

LO Location Object

LoST Location to Sernge Translation

LRF Location Retrieval Function

LTD Long Term Definition

LVF Location Validation Function

MEP Message Exchange Pattern

MPC/GMLC Mobile Positioning CentefGateway Mobile Location Center

MSC Mobile Switching Center

MF Multi-Frequency

MPLS Multi-Protocol Label Switching

MSAG Master Street Address Guide

MSC Mobile Switching Center

NCIC National Crime Information Centeational Crime Enforcement Center

NENA National Emergency Number Association
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The following Acronyms are used in this document:

NG9-1-1 Next Generation4-1

NGES Next Generation Emergency Services

NGN Next Generation Network

OASIS Organization for the Advancement of Structured Information Stasdard

P-CSCF Proxy Call Session Control Function

PCA PSAP Credentialing Agency

PDA Personal DigitaAssistant

PIDF Presence Information Data Format

PIDF-LO Presence Information Data Fornidtocation Objects

PKI Public Key Infrastructure

PRF Policy Routing Function

PSAP Public Safety Answering Point or Primary Public Safety Answering Point

PSTN Public Switched Telephone Network

PTSC Packet Technologies an@iSicesCommittee

QoS Quality of Service

RBAC Role Based Access Control profile

RDF Routing Determination Function

REST Representationalt&eTransfer

RG Response Gateway, Raugi Gateway

RTCP Real Time Control Protocol

RTP Real Time Transport Protocol

RTSP Real Time Streaming Protocol

S-CSCF Serving Call Session Control Function

SAML Security Assertion Markup Language

SBC Session Border Control

SDO Standards Deslopment Organization

SDP Session Description Protocol

SHA Secure Hash Algorithm

SIP Session Initiation Protocol

SMS Short Message Service

SOA ServiceOrientedArchitecture

SOAP Simple Object Access Protocol

SPML Service Provisioning Markupanguage

SR Selective Routing, Selective Router [a.k.a.;J=D Tandem, oEnhanced 94-1
(E9-1-1) Control Office]

SS7 Signaling System 7

TCP TransporfTransmissiorControl Protocol

TDM Time Division Multiplexing

TLS Transport Layer Security

TN Telephone Number

TOPS Technolagy and Operations Council
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The following Acronyms are used in this document:

TRD Technical Requirements Document

TTY Teletypewriter (a.k.a. TDD, Telecommunications Device for the BedfHard
of-Hearing

UA User Agent

UAC User Agent Client

UAS User Agent Service

UDDI Universal Description, Discovery and Integration

UDP User Datagram Protocol

UE User Element

URI Uniform Resource Identifier

URISA Urban and Regional Information Systems Association

URN Uniform Resource Name

USPS United States Postal Service

uTC Universal Coordinated Time

VF Validation Function

VPN Virtual Private Network

VolIP Voice over Internet Protocol

WSDL Web Service Definition Language

WSS Web Services Security

WTSC Wireless Technoldgs and Systems Committee

XACML eXtensible Acess Control Markup Language

XML eXtensible Markup Language

XSD W3C XML Schema Definition

2.9 Intellectual Property Rights Policy

NENA takes no position regarding the validity or scope of any Intellectual Property Rights or other
rights that might belaimed to pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights might or might not be available;
nor does it represent that it has made any independent effort to identfyamgights.

NENA invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights that may cover technology that may be required to implement

this standard.

Please address the informatim:

National Emergency Number Association
4350 N Fairfax Dr, Suite 750
Arlington, VA 222031695

800-3323911

or: techdoccomments@nena.org
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3 Technical Description

After more than 30 years of service, theibarchitecture of the North Americarl9l system is not
capable of meeting the needs of the next generation communication for the communities that it
serves. Rapid evolution of the types of devices and services that can be used to call for help, plus
increasing volume and diversity of information that can be made available to assist PSAPs and
responders in an emergency require major changes in the architecture. NENA recognizes this is a
fundamental change to the North Americah® system, and is adeksing the challenge with a

system design called NGB1. It is expected to be the evolution of Enhancédl%o an aHIP

based emergency communications system. This specification, commonly referred to as i3, is the first
version of the NG4-1 systendesign.

In the evolved network, calleriginate from many different kinds of devices and services. If a
consumer in need of emergency assistance has a reasonable expectation that a call for help should
work on a device or service, N&91 is designed tmake it possible for that device or service to get
help. SMS, IM, Video phones, PDAs, telematics, and similar technologies are today reasonable
sources of emergency calls.

NENAOGs i3 introduces the concep-tbasaliteraetworle S| net
(network of networks) shared by all agencies which may be involved in any emergency. A local
ESInet, which may typically be county wide, wi
for mutual aid purposes. Because ESInets aledBd, such interconnections will allow any agency

to communicate with any other agency or service on any of the interconnected ESlinets. The i3 PSAP
is a PSAP that is capable of receivingoi#sed signaling and media for delivery of emergency calls

and fororiginating calls conformant to the i3 standards. The i3 PSAPs are inherently multimedia.

Within the i3 standard, location information may be carried directly (the actual location) or indirectly
(a reference to location that can be exchanged by a LISd@dtual location). The standard allows
either civic (street address) or geodetic (latitude/longitude/altitude) forms of location to be used.

This document defines location determination as the set of functions to accurately and automatically
determinelie position of the IP endpoint device and associate that location information uniquely
with that device. Location acquisition refers to the functions necessary to make that location
information available to the device on request, or to make that locatmmition available to a

Proxy acting on behalf of that device so that location information can be used for emergency calling.

The ECRF converts location information (either civic address ocgemnlinates) to provide a URI

that can be used to routeamer gency <call toward the appropr.i
The PRF applies techniques to determine alternate routing addresses based on policy information
associated with the destination PSAP.

1 A request for help by someone in need of help, or acting on behalf of someone who needs help is a
A c air iB. d'his covers the normal case of a telephone call, but also includesnaywwideo call,

an interactive text (TTY or newer forms of TTY), an SMS, an Instant Message or some new
mechanisms for communications in the future
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Calls from legacy networks (wireline or wirelesd)iagh are not inherently BBased must undergo
signaling interworking (i.e., at a gateway system) to convert the incoming MF or SS7 signaling to the
SIP. In addition, functionality must be applied to legacy emergency calls that will allow the
information povided in call setup signaling by the wireline switch or MSC (e.g., calling

number/ANI, ESRK, cell site/sector) to be used to route a call and provide location to the PSAP.
Determination of call routing for legacy calls will actually involve two functi@®cation

acquisition function and a call routing function. The location acquisition function will be

responsible for translating the information received with a legacy emergency call into location
information that could be used as input to the caiting function (i.e., a civic address or geo

location).

NENA i3 specifies that emergency calls will be initially conveyed within the ESInet using SIP
signaling. As such, protocol mediation may be

NG9-1-1 encourages the creation oAny new coordination and information access services. These

will enrich collaborative interactions between all agencies involved in processing emergency service
requests. Char aoctiemitaeacd das i-&éwslvreygpeaviyooach t o N
eXtensible Markup Language (XML) technology.

This document describes the relationship between NENA standards and standards from other
standards organizations. It describes how IETF standards are used in the signaling and routing of
emergency calls withithe ESInet(s). It also describes the relationship between NENA standards
and 3GPP IMS standartidS architecture concepts may be used i@aginating network/domain

IMS architecture concepts may also be useidhplement arESinet.

This document isssued aghe NENA recommended standard for functions and interfaces between
elementsn anESInet It providesa Stage 2 definition to include interactions betwesagination
networks and th&SiInet functionalrequirements and theaimteractions within afESinetand call
delivery to gpublic safetyagency such asRublic Safety Answering PoinPGAB. The equivalent

of an ANSI ASt age -761 NENA i8 llertimioat Requsemdni® Docurigdit

The presentlocument ko illustrates an example of anpBysical architecture to provide context for
the functional interactions.

While thisdocument does include specifications for the methods used to route and deliver calls
within theESlInet, it does not include specifiaats for how calls are routed and presented to the
ESInet The Stage 3 definition is expected to be provided by specific Standard Development
Organizations such as IETF, ATIS, a8@PP/3GPP2tc This document only describes the
interface between an onmation network (or the Internet) and the ESlInet, as well as the interfaces
and functional elements within the ESIndt does describe, for illustration purposes, how IP and
legacy origination networks might proces4-2 calls. It does specify a Logan Validation

Function (LVF) which must be used by the origination network to validate location priorlela 9
call, and mandates the use of the ECRF to route calls to the EBiisetiocument does not
standardize functions internal to an i3 PSABrdoes it constrain the implementation of any
functional element

Use of this document will:
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e Provide guidance t8tandards Development Organizatio8®0) in definingStage 3 standards

e Specify an architecture to aid equipment and service providerglemening solutions that are
interoperable by conforming to these recommendations

e Define new capabilities for persons seeking hatygl for the PSAPs and responders that can
render assistange

Allow PSAPs to accept calls from a wider variety of devices andces;

Improve the quality and range of services provided to all callers;

Specify an architecture that will react better than existing systems in major disasters;
Specify an architecture that will react better to deliberate attacks on the system.

3.1 Scope
The i3 solution encompasses the definition of:

The architecture of the emergency calling system;

External interfaces between PSAPs and public/private networks delivetiigc@lls to the
ESlInet;

External interfaces to systems and databases not in the tR&dRipply data and assistance
in processing a call;

External interfaces to systems that handle a call past the point where a call taker has
exclusive control over it, such as the handoff to the Computer Aided Dispatch system;

External interfaces to uppkevel management systems, such as disaster management
systems, as well as peer PSAPs;

Functions such as locatidrased routing, data creation and maintenance.

Explicitly out of scope are:

Intra PSAP interfaces;

Responder systems (e.g. Computer Aided &idp (CAD) systems, although the external
interface to the CAD system is in scope);

Transition from legacy E9-1 to NG91-1 infrastructure;

Pushto-Talk services.

This document references other work for:

Location determination, acquisition, conveyance apdate;
Emergency call origination;

Routing of emergency calls prior to entry to the ESlInet.
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There may be multiple architectures for the realization of the ESInet. This document provides
specific cont ent -basedsdulidhhs wall afamgleIbased saludion 8 P
examples. Future editions may provide more detail on other architectures.

4 Architecture

NENA i3 introduces the concept of an ESInet which is envisioned astzas#?l intenetwork

(network of networks) shared by all agenciesoihinay be involved in any emergency. A local

ESInet, which typically would be countyi d e, wi | | be interconnected
ESInet for mutual aid purposes. Because ESInets drad@d, such interconnections will allow any
agency to commmicate with any other agency or service on any of the interconnected ESInets.
Indeed, if every local ESlInet is interconnected with its neighbors, any agency anywhere in the
country can connect with any other agency, if authorized. This characteristided IP networks

creates a national ESInet out of interconnected local ESInets.

ESlInets connect dispersed, possibly redundant elements with standardized interfaces. PSAPs are
seen as elements within the ESlInet, both using as well as providing servite3loe network
provides connectivity for call signaling, media and service discovery, invocation and management.

The architecture envisions that all calls will be answered by i3 PSAPs as IP (e.g. SIP) via gateways
connecting non #based callers. Th8 PSAPs are inherently multimedia, accepting voice, video
and text calls for help.

4.1 System Architecture

4.1.1 Assumptions

As defined within the scope statement above, the i3 system architecture covers the ESInet and the
locationto-URI mapping mechanism whichused to deliver (i.e., route) a call to the appropriate
PSAP.

It is assumed within this document, that a completeterahd network is broken up into two pdirts
t he AOrigination Networko and the AEmerfency
have a network internal to it.

Emergency call origination is beyond the scope of this i3 specification, however in an effort to
provide a complete context for understanding anterehd call, a few examples of originating
networks, their functional eleents, and interfaces are described. The scope of i3 does, however,
include call routing and location validation functions which are used by the origination network.
Origination networks can be built using a generic SIP architecture, or abdbtsl SIPrahitecture.

Specific examples provided within this document for IP network origination include:

2Her e, a 0 g ensarRFQ@3268dmpliant angination system with little additional
functionality. Such networks are common in AiMS implementations of Voice over IP. Generic
SIP systems have User Agents, Registrars, and incoming and outgoing Proxy Servers.
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1. A generic SIPbased edge routing model,
2. A generic SIPbased proxy routing model;
3. An IMS Emergency Service call routing model (3GPP reference architecture).

A local ESInet can serve one or more PSAPs. ESinets can be interconnected with IP routers, as any
|l P network can be, to form a Anetwork of net w
statewide or even nationwide ESInets.

Any constituent ESInet carelbased on a generic SIP architecture or alternatively, based on an IMS
architecture. Several examples are provided. This NENA standard considers both approaches and
avoids a single recommendation for one choice over the other.

No carrief is assumed ithe i3 Solution architecture. Calls will be presented by a much wider set of
call processors ranging from enterprises, to-tmaditional service providers, and even to

individuals. As with email, Ibased telecommunications does not depend on caaidgrsyugh we
expect most calls to come from carriers.

Calls may originate from many different kinds of devices and services. If a consumer in need of
emergency assistance has a reasonable expectation that a call for help should work on a device or
service NG9-1-1 is designed to make it possible for that device or servicertacthelp. We

consider SMS, IMyideophones, PDAs, telematics and whatever comes next to be reasonable
sources of emergency calls.

Calls will be multimedia. Audio, video and texte all acceptable media to i3 PSAPs.

Telecommunications is now global. International roaming is now permitted for wireless and VolP as
well as other services. The standards for emergency calling must be internationalized (as is the
Internet where thera@no national variations of any Internet protocol).

While the scope of this document does NOT include migration from existla Bmergency
networks to i3 ESInets, we consider legacy wireline and wireless origination networks to be in scope
since we beéve such networks will persist beyond the transition period.

SInthecom ext of this document, the term Acarrierdc
to a customer base, typically for a fee. Examples of carriers and associated services are: PSTN
service by a Local Exchange Carrier, VoIP service by a VolP Sdpviader, email service

provided by an Internet Service Provider.
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4.1.2 Functional architecture
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Figure 4-1 Functional Architecture Diagram i Scope of i3

Note: In the diagram above, mosttbé functional boxes in the acces®l originationnetworks are
shown without regard tthe networkin whichthey are found. So, for example, an ECRF can be in a
Public Access Network as well as in the Internet as shown. In most cases the verticalatem

the function in the diagram is not significant.

Note: For the functional blocks i3 PSAP, Responder and Government, NENA cannot, by itself, define
all of the interfaces. They remain in scope of the i3 architecture, but NENA will need to work with
other groups to define these interfaces. As such, they are not fully specified within this document.

The functional elements used withirt &8e defined as:

e |IP clienti This term is used to refer to the IP endpoint communications equipment or
application thais used to originate a voice, video or text request for emergency services
(e.q., by calling 91-1). The term IP device or IP endpoint may also be used.

¢ Routing Proxyi A term used in SIP to describe a SIP server that receives SIP requests and
forwards hem on behalf of the requestor. A routing proxy determines the next hop for a SIP

message and forwards the message.

4 Not all functional elements defined are shown in the functional architecture diagram
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e User Agent (UA) Terminology used in the context of SIP to identify the IP device. In SIP, a
UA is a network element that is capable ofe@ating SIP requests (e.g., INVITE) and is
capable of generating responses for received requests.

e Back to Back User Agent (B2BUA)This is a logical entity that receives a request and
processes it as a user agent server (UAS). In order to determinkehmquest should be
answered, it acts as a user agent client (UAC) and generates requests. Unlike a proxy server
it maintains dialog state and must participate in all requests sent on the dialogs it established.

e Legacy PSAR This term is used to descell? SAPs that are not capable of communicating
with VolIP protocols or of supporting the-iiased interfaces specified as part of the i3
solution.

e Legacy Gateway This term is used to refer to a signaling and media interconnection point
between callers irefacy wireline/wireless originating networks and the i3 architecture, so
that i3 PSAPs are able to receive emergency calls from such legacy networks.

e TDM Gatewayi While NENA can specify the behavior of i3 PSAPS, it cannot specify
responder systems. A gatay may be needed to connect an i3 PSAP to a responder who
retains a TDM interface.

e Domain Name Server (DN$)The DNS is used in the Internet today to resolve domain
names. The input to a DNS is a domain name (e.g., telcordia.com); the response is the IP
address of the domain. The DNS allows people to use easy to rememibasexkiaddresses
and the DNS translates those names into routable IP addresses.

e Web Service$ Web Services identifies an industry standard protocol for exchanges of
information. Inthe i3 architecture, this term is being used as a -@td¢br access to the sets
of public and private data services to which i3 PSAPs may desire to have access.

e Location Determination and Acquisition Functidnsocation determination includes the
functions necessary to accurately and automatically (without input from the user) determine
the position of the IP device and associate that location information uniquely with that
device. Location acquisition refers to the functions necessary to make thimloca
information available to the device on request, or to make that location information available
to a Proxy acting on behalf of that device so that location information can be used for
emergency calling.

e Location Information Server (LIS) A LIS is a functional element that provides locations of
endpoints. A LIS can provide Locatidny-Reference, or Locatiehy-Value, and, if the
latter, in geo or civic forms. A LIS can be queried by an endpoint for its own location, or by
another entity for the locatn of an endpoint. In either case, the LIS receives a unique
identifier that represents the endpoint, for example an IP address-lfrcuiMAC address,
and returns the location associated with that identifier. The LIS is also the element that
provides the dereferencing service, exchanging a location reference for a location value.
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Location Validation Function (LVF) The LVF is used to validate location objects against

the next generation Master Street Address Guide (MSAGgvalidation of the locon

information ensures that the calls can be routed to the appropriate PSAP and that emergency
services can be dispatched to the correct location.

Border Control Function (BCH) The BCF provides a secure entry into the ESInet for
emergency calls preseut to the network. The BCF incorporates firewall, admission control,
and may include anchoring of session and media as well as other security mechanisms to
prevent deliberate or malicious attacks on PSAPs or other entities connected to the ESInet.

Emergery Call Routing Function (ECRF)The ECRF receives location information (either

civic address or gecoordinates) as input and uses this information to provide a URI that can
be used to route an emergency c alotationnowar d
Depending on the identity and credentials of the entity requesting the routing information, the
response may identify the PSAP, or an Emergency Services Routing Proxy (ESRP) that acts
on behalf of the PSAP to provide final routing to the PSAEHit$he same database that is

used to route a call to the correct PSAP may also be used to subsequently route the call to the
correct responder, e.g., to support selective transfer capabilities.

Policy-based Routing Function (PRF)rhis functional elemerapplies techniques to

determine alternate routing addresses based on policy information associated with the
destination PSAP. The PRF uses its state knowledge, such as PSAP registration state or time
of day and the policy for a PSAP to make a routergetation. The PRF resides in the
terminatingeSinet

Emergency Services Routing Proxy (ESRRN i3 functional element which is a SIP proxy
server that selects the next hop routing within the ESInet based on location and policy. There
is an ESRP on thedge of the ESInet. There is usually an ESRP at the entrance to an i3
PSAP. There may be one or more intermediate ESRPs between them.

Emergency Services IP Network (ESInieffhis term is used to refer to a private IP network
or IP Virtual Private Netork (VPN) that is used for communications between PSAPs and
among other entities that support, or are supported by PSAPs in providing emergency call
handling and response.

Originating ESInet The originating ESlInet is the first emergency services netimdtie

call flow. Originating networks (those initiating191 calls) deliver their emergency calls to
this network. An originating ESInet will make routing decisions and forward the emergency
call to another ESlInet for routing to the PSAP.

Intermediate Blneti The intermediate ESInet is a network thetyexist between the
originating and terminating ESIne#n Intermediate ESInet receives a call from an

51In i3, the classic MSAG is replaced by the combination of the ECRF and the LVF. The LVF is an
evoluion of the i2 Validation Databal3, and similarly, the ECRF is an evolution of the i2
Emergency Services Zone Routing Database (ERDB).
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originating ESInet (or another intermediate ESInet) and forwards the call to another
intermediate EBet or the terminating ESlInet.

e Terminating ESInet A terminating ESInet does the final routing to the PSAP. If there is
only one ESlnet in the call flow then the terminating ESInet has the role of originating ESInet
as well.

e i3 Public Safety Answering R (i3 PSAP)i The i3 PSAP is a PSAP that is capable of
receiving IRbased signaling for delivery of emergency calls and for originating calls. The
internal functions are not being specified in the i3 requirements, but the i3 PSAP is expected
to be abled use SIP signaling for calls andh@sed data protocols for exchange of other
information. It is expected that the CPE Technical Committee will produce a document
describing the functionality of i3 PSAP equipment. An i3 PSAP is an instance of an IP
PSAR, but in this document, we mean a PSAP conforming to the i3 standard.

e Responderi The agencies that provide emergency response in the i3 Solution, e.g., Police,
Fire, Emergency Medical Service, Poison Control, HazMat (hazardous materials response
teams) Coast Guard, etc.

e Supplemental Data Databases and Database Access Services that provide information
requested by PSAPs and other entities on the ESInet in support of emergency services
handling.

e Multimediai Multimedia functions might include such things conference bridge
resources, or logging recording services for all forms of media: voice, video and text.

e Governmeni This term is used to refer to government services that might be involved in
emergency call handling or escalation. Examples mighidec escalation of emergency
incidents that require coordination among multiple government agencies, beyond PSAPS;
broadcasts; notification services; Homeland Security.
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Figure 4-2 Functional ESInet Interface Reference Architecture

4.1.3 Example of possible physical architecture

There are many possible variations in physical architectures that could be used to meet the i3
requirements described in NENA i3 Technical Requirements DocydjeRigure4-3illustrates a
potential highlevel physical architecture that includes the functional elements described in Section
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4.1.4 Example Physical Architecture
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Figure 4-3 Example i3 Physical Architecture

Emergency calls, destined to be answered
calls. For IPbased calls, there is a long list

at the i3 PSAP, may originate as either leghagexnt 1P
of differentciéhtricend device types using a variety of

different access technologies, the specification of which is out of scope for i3, though may be
occasionally referred to (by way of example) within this document in order to add completeness and
proper context. Emergepncalls which originate in legacy networks from Aéhdevices, are

handled within the i3 architecture via special purpose gateways, which are in scope of i3.

Figure4-3illustrates an example architecture in which IP deviceslmeagquipped with the

capability to determine their own location, or location determination and acquisition functions may
be provided to IP clients by their access infrastructure and/or Internet Service Provider. Location
acquisition may be provided by aopy (e.g., a VolP Service Provider) on behalf of an IP endpoint.

IP clients may request routing information from ECRFs, or a proxy (e.g., a VoIP Service Provider)

may request this information on their behal
PSAPs over a series of networks including

f. Various IP clients may send emergencynaals to
that of their access provider(s), the Internet, and an

ESInet that provides IP connectivity for a variety of services related to emergency call handling.
Only two ESlnets are shown in the figure, but in rgdhere may be more of these that play a role in

delivering an emergency call to the approp
Version 1.0December 182007
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routing and/or policybased routing, depending on whether it is an intermediate or terminating
network. An ESRP, ipresent in the ESInet, will be responsible for generating routing requests and
using the routing information provided in the responses to those requests to route the emergency call
forward. The ESRP might also provide default routing functions, whetidoaaformation is not

present or specific enough for accurate routing. In addition, the ESRP will provide backup routing
functionality under conditions of network congestion or failure.

This example physical architecture shows i3 PSAPs communicatingach other and with other

i3 entities over an ESInet. The i3 PSAPs also have access to databases and multimedia services over
their ESInet. The i3 PSAPs may obtain services using an Emergency Services Network (ESNet)
function as being defined by the Alhce for Telecommunications Industry Solutiorismergency

Services Interconnection Forum (ATESIF)[70]. The i3 PSAPs may also access public Web

Services over the Internet, with appropriate security mechanisms in pladditiorg i3 PSAPs may

access an ECRF via the ESlnet, for example, to identify an appropriate agency to transfer a call
based on the callerds | ocation.

The following sections provide more detailed explanations of how some of these processes may be
supportedn the i3 Solution.

4.1.5 Call Architecture

A Location Acquisition Function is used in the access network to obtain the location of a caller,
which is retrieved on demand from a LIS. Locations in civic address form are validated prior to
being stored in the 8 by the Location Validation Function. A191 call includes location
information with the call. A carrier, enterprise or other call presenter uses the location (included
with the call) with the ECRF to determine a URI to route to. Calls are pressiteel drigination
network to the ESInet, possibly through a BCF, either directly to a PSAP or to an ESRP.

Within the ESlInet, the ESRP, if used, will (logically) use the same ECRF to further onward route the
call. If the ESInet is hierarchical in naturee(, consisting of a network of networks), an ESRP
instance may be used at each level of the hierarchy. The call would then traverse multiple ESRPs
from the access network to the PSAP. The final proxy is a PSAP proxy (which could bBBX)IP
which farwards the call to one of its User Agents (which may be a call taker). The PSAP may use
ECRF to determine the proper responders.

All i3 PSAPs accept calls signaled with SIP with audio, video, interactive text and instant messaging
media. PSAPs may suppather protocols or signaling gateways may be provided within the

ESlInets to accept other protocols and convert the signaling to SIP. The details of which protocols
and where the gateways are located are out of scope of this document.

4.1.5.1 Calls and Incidents

A request for help by someone in need of help, or acting on behalf of someone who needs help is a
Acall o in i 3. This covers the normal <case of
an interactive text (Teletypewriter (TTY) or newerrfs of TTY), an SMS, an Instant Message or
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some new mechanisms for communications in the
in this context means signaling that establishes the session, followed by media streams flowing
between the callaand the call taker, and terminated by further signaling, a call can also be a single
media burst with included signaling, which characterizes an SMS or some forms of Instant
Messaging.

Although not all requests for help have session establishment/teasd@vn,u s e t he t er m
refer to any request for help.

An Incident is a real world event, like a car crash, a heart attack, or a fire in a building:1-The 9

system often receives multiple calls for an incident. In i3, we separate the notion ehiridh

call. Each is given identifiers, and we can associate a call with a primary and one or more secondary
incidents. Of course multiple calls can be so associated with any incident.

In some circumstances, multiple incidents are related to one andth@bvious case is a disaster,

which often has many associated incidents. Some other examples include a car crash which ignites a
building fire. To represent this situation, the notion of incident is defined as hierarchical; an incident
can be defing as a set of related incidents. By defining incidents and calls separately, and assigning
each an identifier, we can provide call takers, responders and management more information,
organized better, and subsequently relate all the information the fest@son calls and incidents

for follow-up reports.

The following definitions are used in this specification:
e Agency. An organization that is a client of a database or service.

e Agent: A person employed by or contracted by an agency.

e Call: A single commurdation to a PSAP that results in a defined action by a call taker. A
call does not have to be a literal phone call. It could be an Instant Message, a SMS text
message, an Automatic Crash Alert, etc.

¢ Incident: A defined public safety event that incurs go@sse within the domain of a PSAP.
Examples include a traffic accident (including subsequent secondary crashes), a hazardous
material spill, etc. Multiple Calls may be associated with an Incident. An Incident may
include other Incidents in a hierarchi¢ashion.

o Call Identifier : An identifier assigned by the first element in the first ESInet which handles a
call. The form of a Call Identifier is a Globally Unique Identifier (GUID). Call Identifiers
are globally unique.

¢ Incident Identifier : An identifierassigned by the first PSAP which declares an incident.
The form of an Incident Identifier is a URI GUID. Incident Identifiers are globally unique.

Thelife cycle of a calincludes: call origination, call abandonment or completion, call duration, call
clearing, and postall processing of indefinite duratioi.he life cycle of an Incident includes:
Incident declaration, Incident processing, Incident clearing aneiqmdent processing of indefinite
duration.
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4.2 Relationship of NENA i3 to IETF Standards

The NENA i3 system boundary is at the ESInet. Callers will be presented to this network by carriers,
enterprises or other entities following many of the protocol standards promulgated by the Internet
Engineering Task Force (IETF). Many of the servicesdmuices used to make emergency calls are
built to IETF protocol standards. There is no expectation for the need of an equivalent of the FCC
APart 680 device standards that specify telep
Devices boughin one country work anywhere else, as do the services upon which they depend.

The IETF emergency calling protocol standards are consensus standards incorporating requirements
from a wide variety of nations, carriers, industry associations and vendase piotocol standards
define:

e Call signaling;

e Media flows;

e Location acquisition and conveyance to the ESInet;

e Distinguishing an emergency call from other calls;

e Emergency call routing protocols to the correct PSAP;

The overall description of the IETF apgpich to emergency calls is detailed-namework for
Emergency Calling in Internet Multimedid).

The specific recommendations for telephones and proxy servers (carrier softswitches) is detailed in
Best Current Practice for @onunications Services in support of Emergency CaJbeg

NENA expects telephones and proxy servers to follow the recommendations in the above document.

4.2.1 Location

Having access to the call eispasamount ® propaerly outeaad e |
dispatch an i3 emergency call, yet location handling is complicated in the IP domain.

N E N AVoB Location Working Group (VLWG), published two documents that discuss the topic

of location in the IP domain. NENAechncal Requirements Documefdr Location Information to

Support IPBased Emergency Servicgble x poses NENAGs generic techr
should be accounted for by standard bodies involved in IP Location. Also, Redédmmended

Method(s) for Location Determination to SupportBBsed Emergency Service$echnical

Information Documenit76] specifically addresses the residential broadband access network

topologies in relation to IP Location. Botlocuments apply to the i3 architecture and should be
consulted to fully understand the area of IP Location in the context of this specification.

While other standard bodies (such as 3GPP/3GPP2) may have different alternatives to present
location with theemergency call, the IETF solution to this problem is to deliver location information
to the endpoint (the fiphoneo) or have availab
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or indirectly, a subscriber to the access infrastructure profAdej and it is, directly or indirectly, a
subscriber to the communication service provider (CSP). The AIP tells the endpoint where it is, the
endpoint tells the CSP where itis. The CSP can then route the call based on the location,

With new IRbased potocols (primarily SIP, although other protocols may be supported), location or

a reference to that location can be conveyed in the signaling. Therefore, the endpoint makes the
location information available in the signaling with the emergency call, emisst downstream to

one or more routing elements, which can use the location information to route the call. When the call
is presented to the ESInet, location information comes with it, either directly or-védedencing

prior to delivery. This is &undamental change in thel9l system, which heretofore has relied on

the ALI database to relate an identifier for the phone (TN) to the location of the phone.

As mentioned above, location information may be carried directly (the actual location) ectigdir

(a reference to location that can be exchanged by a LIS for the actual location). In this document the
terms fhyoadueonanhyri@feca&@nicew are used when th
di fferentiate, and just dinhcarche used Mhede stdndardsaldwi o n
either civic (street address) or geodetic (latitude/longitude/altitude) forms of location to be used.

When a location reference is exchanged by the LIS for location value ("dereferencing"), the value
returneds themost current available location.

IETF standards define the following mechanisms:
e How Locatiorby-Valueis represented;
e How Locationrby-Reference is represented;

e How Location Information is acquired by the endpoint from a Server (this is called a
ALooat Configuration Protocolo (LCP);

e How the endpoint Conveys Location Information to downstream elements;
e How Locationby-Reference is exchanged for LocatioyxValueby a LIS.

The i3 location architecture is based on the following IETF standards:
o Geopriv rguirementg5]

e A Presencdased GEOPRIV Location Object Fornj@l, with an update to the document
[77]

e Dynamic Host Configuration Protocol Option for Coordirbésed lbcation Configuration
Information([7]

e Dynamic Host Configuration Protocol (DHCPv4 and DHCPvV6) Option for Civic Addresses
Configuration Informatior8] and an updatgr8]

e HTTP Enabled Location Delivery (HELD9]
e Session Initiation Protocol Locati@@onveynce[10]
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4.2.1.1Location-by-Value (LbyV)

Locationby-Value is defined as location information readily consumdaly the recipient of the
location without transformation. It is formatted in a PAD®G document as per RF€1L19 and
following the recommendations of the PHRP profile Internet draff77]. The location can be
expressed in aivic form as per the Revised Civic LO Internet D{&@R] or in a geodetic form as per
RFC4119 as modified 4y 7].

4.2.1.2Location-by-Reference (LbyR)

Locationby-Reference is defined as a URAthwhen deeferenced in the correct manner by an
authenticated and authorized entity, will yield the location value of the endpoint.

The construction of the user part of the LocatigrReference URI should follow strict privacy and
confidentiality rulesso the identity and/or the location of the target can not be derived from the
identifier by an unauthorized party. The IETF Internet Draft describing LbyR requirefi@hts
provides guidance as to how to construct a validtioeaJRI for Locationrby-Reference.

A successful deeference of the identifier will result in providing a LocatioyValue to the
requester. Deeference mechanisms are currently being defined within the IETF, one usifgi5IP
and one using HELIBO].

4.2.2 Call Signaling

IETF call signaling for emergency calls is primarily based on SIP. SIP defines how calls (IETF
refers to them as ASessionsod) are eEHFtdl i shed
signaling standard carries descriptions (fnSes
streams are transported using the Real Time Protocol (RTP). The Session Description Protocol
(SDP) is carried within the SIP signaling to deschibes the RTP streams are established between
endpoints.

SIP can be used to establish audio, video and/or interactive text media sessions as well as Instant
Messaging. A SIP session may have more than one media stream established for the session, and th
media streams may be similar (more than one audio charstedeo for example) or different (audio

plus video with IM sidebar). An important characteristic used by SIP is that the signaling path may
traverse elements that the media path does not. Tiypitted signaling goes through several
intermediaries (Proxy Servers), while the media goes direct between the endpoints.

There are mechanisms to identify the caller, and to provide an address used for call back.

SIP standards exist for conferencing. Fhene signaling that establishes simple-tway calls can
be used to establishv@ay or conference calls.

As previously discussed, SIP can also carry location information.

The i3 call signaling architecture is based on the following IETF standards, a suaimaich can
be found inA Hitchhikers Guide to the Session Initiation Protdddl]:
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SIP: Session Initiation Protocdl?2]

RTP: A Transport Protocol for Re&lme Applicationg13]

SDP: Session Description Proto¢d4]

SIP: Locating SIP Serve[$5]

An Offer/Answer Model with the Session Description Protocol (S&)
SIP-SpecificEvent Notification[17]

The Session Initiation Protocol UPDATE Methidd]

A Privacy Mechanism for the Session Initiation Protocol ($1B)

Private Extensions to tH&ession Initiation Protocol (SIP) for Asserted Identity within
Trusted Network$20]

Session Initiation Protocol Extension for Instant Messafitiyy

The Reason Header Field for the Session InmaRrotocol (SIP)22]

The Session Initiation Protocol (SIP) Refer Metiia8]

Grouping of Media Lines in the Session Description Protocol (3RPE 3389 [24]

An Extension to the Session Initiation Protocol (SIP) for Symmetric Response R@%iing
Real Time Control Protocol (RTCP) attribute in Session Description Protocol (36]P)
Control of Service Context using SIP RequéRl [27]

Connected Identity in the Session Initiation Protocol (£2B)

Indicating User Agent Capabilities in the Sessionatitn Protocol (SIP)29]

Caller Preferences for the Session Initiation Protocol (S8I5)

Early Media and Ringing Tone Generation in the Session Initiation Protocol (SIP), G.
Camarillo, H. SchulZznne, Internet Engineering Task Fof&4]

e A Watcher Information Event TemplaRackage for the Session Initiation Protocol (SIP)
[32]

The Session Initiation Protocol (SIP) "Replaces” Hefki&r

The Session Initiation Protocol (SIRgferredBy Mechanisn{33]

The SIP Referre@y Mechanisn{34]

Best Current Practices for Third Party Call Control in the Sessiaatioit Protoco[35]
Using E.164 numbers with the Session Initiation Protocol ([Si])

Early Media and Ringing Tone Generation in the Session Initiation Protocol[83|P)
Presence Information Data Format (PIJ%g]

Session Timers in the Session Initiation Protocol (£39)

Internet Media Type message/sipffdg]

The Session Initiation Protocol (SIP) "Join" Headdr

Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party
Call Control (3pcc]42]

Basic Network Media Services with SUP3]

¢ An Extension to the Session Initiation Protocol (SIP) for Request History Information

(RFC4243 [44]
e Actions Addressing Identified Issues with the Session Initiation Protocol's (SIP) Non
INVITE Transaction( [44]
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e Actions Addressing ldentified Issues with the Session Initiation Protocol's (SIP) Non
INVITE Transaction45]

Extending the Session Initiation Protocol (SIP) Reason Header for Preemption [EGgnts
Communications Resource Priority for the Session Initiation Protocol ($472)
Suppression of Session Initiation Protocol (SIP) REFER Method Implicit Subsciig8pn
Conveying Feature Tags with the Session Initiation Protocol (SIP) REFER Mé#jod
Addressing an Amgiication Vulnerability in Session Initiation Protocol (SIP) Forking
Proxies[50]

Session Initiation Protocol Call ControConferencing for User Agenfs1i]

Obtaining and Using Globally Routable&ysAgent (UA) URIs (GRUU) in the Session
Initiation Protocol (SIP)53]

Managing Client Initiated Connections in the Session Initiation Protocol [&1P)

SDP: Session Description Proto¢ob]

Session Initiation Protocol Package for Voice Quality Reporting H%éiht

Interactive Connectivity Establishment (ICE): A Methodology for Network Address
Translator (NAT) Traversal for Offer/Answerd®ocols[57]

4.2.3 Distinguishing an Emergency Call

9-1-1 maynot bethe emergency number outside of North America. There is no universal emergency
number, nor is there likely to be one (although+2 is common in GSM phones arouth@ world).

Since the IETF does not permit national variations of Internet Protocols, and because signaling and
routing elements must be able to distinguish emergency calls from other kinds of calls, IETF
standards define an Emergency Call relevant (geray) Service Identifier, often equated to an
(Emergency) Service Uniform Resource Name (URN).

In SIP, addresses are not limited to telephone numbers. They may include SIP URIs, which look like
email addresses (e.g. sip:alice@example.com). A subs&lefdde Universal Resource Names
(URNs) which begin with Aurn:o. The URN for
is prevalent) is fAurn:service:soso. The stan
string into a device. Rathahe local emergency number{9l in North America) will be translated

into the universal emergency URN.

To make this work, there is a standédd to define how the local emergency number is learned.

In some areas, there istra single emergency number likd9d. Some services (for example, a

medical emergency service invoked by a wearable pendant) know that a specific kind of emergency
has occurred. The IETF standard defines URNs for such calls. For example,

Aurn: seovimedi cal 6 i s the URN for a medical el
number, the local number for e.g. police, fire or EMS will map to this URN. There are URNSs for

less common emergencies. For example, poison control, marine emergeasty@dard) or

Mountain Rescue. In North America, many, if not all calls directed to a specific emergency service

will actually be routed to PSAPs. The telecommunicator will be informed of the emergency service
requested, but would otherwise handle taksas they do now.
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The relevant IETF standard is:

e A Uniform Resource Name (URN) for Servidés]

4.2.4 Routing of IP-based Emergency Calls in a generic IETF SIP originating network

The IETF defines a method for any service, anywlie the world, to route an emergency call to the

appropriate PSAP. This mechani&mergency Context Resolution with Internet Technologies
dat abase

ECRIT defines

a

query

(the IETF

informationand a Servie URNis sent in the querand a URL of where to deliver the call is
returned. In i3his iscalledan Emergency Call Routing Function (ECRF). The call would then be
routed using normal SIP (or other protocols supported) to the indicated destindteproiocol
defined by the IETF that provides the mapping is called Location to Service Translation[@1dST)

Note: Securityrelated components (such as the BCF) have been intentionally left out of the

following diagrams fosimplicity reasons. Please refer to sectibifor security architecture

details.

UA (User Agent)

LIS (Loc. Info. Srvr.)
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Figure 4-4 Generic SIP Edge-based Call Routing Architecture - Origination Network Example
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Figure 4-5 Generic SIP Proxy-based Call Routing Architecture i Origination Network
Example

The standards, and i3 architecture, envision that in many cases, the route taken as a result of ECRF
mapping will not be directly to a PSAP. Instead, calls will be routed to an ESRP. This element,
which might be operated on behalf of, for example, a state agency, would take all calls for that state,
and make another routing decision to send them to treapate PSAP. The reason for deploying

an ESRP is to position robust firewalls and other protective devices (such as the BCF), with large
amounts of IP bandwidth between the sources of calls and the PSAP. This provides an outer
defensive perimeter fanalicious calls or Denial of Service attacks against the PSAP. i3 envisions
that the same ECRF, using LoST as the interface protocol will be able to be queried by the ESRP to
determine how to onward route to the PSAP.

Similarly, the ECRF mechanism may lieed by the PSAP to determine how to route a call to the
correct responder. The ECRF will allow civic and geo boundaries for PSAPs (and ESRPs) as well as
any number of responders to be stored. This allows any PSAP to route a call to any responder based
on the location of the caller. This mechanism directly encodes service boundaries. It does not
depend on ESZs. Given a location and a desired service (police, fire, mountain rescue, etc.), the
mechanism returns the URI of the appropriate responder. tAstvet PSAP routing, the call may

traverse one or more ESRPs.
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The LoST protocol provides several other important functions used for emergency calling. LoST

will supply the local dial string (2-1) for a location. This is used by the endpoint or proxy to

determine what is an emergency call. LoST also is used for the LVF. If a route exists for a proffered
location, that location is a valid location, and thus LoST can report which locations are valid, using

the same database as the routing function. iTlis | i ke t he current MSAG w
(that is, the ESN) as well as providing the validation data.

The relevant IETF standaisl

e LOST: A Locationto-Service Translation Protoc[80]

4.2.5 Generic SIP as an Emergency Services IP Network

An instance of an ESInet may be using a generic SIP implementation (i-éM8prGeneric SIP

proxy servers and UAs can serve as the building blocks for an ESInet. The ESRP is a normal SIP
proxy server with additical functionality. The ECRF and LVF use the LoST protocol. The call
taker in a PSAP has a UA that terminates calls (User Agent Server in RFC3261 terms).

Note: Securityrelated components (such as the BCF) have been intentionally left out of the
following diagrams for simplicity reasons. Please refer to secti@rior security architecture
details.

4.2.5.1 Simple ESInet

Figure4-6 represents a simple ESInet functional architecture where &S and ECRF

components are involved to process the call to the appropriate User Agent. As described in previous
sections, the call may go through a series of transactions between the ESRP, ECRF and UA in order
to reach the final destination UA within tE&SInet.
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Figure 4-6 Generic SIP ESInet Architecture i Single ESRP Example Shown

4.2.5.2 Multiple ESRPs in an ESInet Architecture

Typically, the PSAP would have an ESRP of its own at the entrance to its Local étveark

(LAN). The ESRP at the ESInet edge would route to the PSAP ESRP which would route to the call
taker. The ESRP at the edge of the ESInet might be operated at the state level. In some areas, the
local operator of the ESInet may be at a countygiorelevel, and it may choose to run an ESRP.

The state ESRP routes to the county/regional intermediate ESRP, which routes to the PSAP ESRP.
Each of the ESRPs has access to the ECRF, and has a PRF that together guide the selection of the
next hop. In the case, each ESRP will invoke the ECRF for determining the next hop until it

resolves to the destination UA. Several transactions may be required to resolve to the destination
UA.

Version 1.0December 182007 Page36of 121

[one Nation LB one Number



NENA Functional and Interface Standards for
Next Generation4-1 Version 1.0 (i3)
NENA 08-002Version1.0, December 182007

\ \
! I
| |
Originating 1 Emergency Services ‘ i3 PSAP
Network ‘ IP Network (ESInet) i Network
! I
| |
| |
| |
! I
| |
i ECRF i
! I
\ D \
| \\ |
| N |
| \ L
SIP Signaling
ESRP ESRP ESRP
re \ N\
| |
\ \
|
\ Media (Text, Voice, Video) i
e LT e e O L E LR e UA
| |
! I
\ \
! I
UA (User Agent) Media Path ~ ====== Data Query Path =—— Out of Scope ]
ECRF (EC Routing Function) | Signal Path e Data Provisioning
ESRP (ES Routing Proxy) In Scope of i3 [ Optional Query ===

Figure 4-7 Generic SIP ESInet Architecture 7 Multiple ESRPs Example Shown

4.2.5.3 Hierarchical ESInet Architecturesi i Net wor k o f Net wor ks o

A more complex embodiment (and probably more realistic implementation) of an ESInet will be
hierarchical with the local ESInet constructed and rurobgn behalf of, a county or regional

agency. Inturn the local ESInet may be a set of physical networks including wireline and wireless IP
networks using government owned, leased and contracted links with IP routers and switches. These
local ESlInets, Wich, as has been stated previously are used for ALL public safety agencies, would

be interconnected at the IP (Router) level with adjacent ESInets for mutual aid purposes. This will
effectively form a state wide ESInet. A state agency may decidetopreay a fAbackbonebo
that optimizes IP routing crostate. These state networks would be interconnected with adjacent
states, which form a national network. A federal agency might implement a national backbone to
improve the routing of crossountrytraffic. However, the basic element of this network of networks

is the local ESlInet.

A Generic SIP Hierarchical ESINet Architectaliagram will be provided in a future edition of this
document
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Figure 4-8 Generic SIP Hierarchical ESInet Architecture

4.2.5.4 Internal ESRP functions

Though the detailed specification of the internal functions of an ESRP is currentitsadpe in i3,
a sample view of general functions that an ESRP must include is shown in therfglfaure.
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Figure 4-9 Generic SIP ESInet Architecture i Detailed ESRP Functional View

Emergency Service Routing ProkBy definition, an ESRP is fundamentally a SIP Proxy, but with
some added features weed for the receipt, querying, and egress handling of an emergency call.
The SIP Proxy part of the ESRP function is expected to behave as per RHLZ261

Location Query Function (LQR) Uses a dereferencing protocol (SIPHYTP) to exchange a
location reference (LbyR) for location information (LbyV)
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Routing Query Function (RQF)Uses the LoST protocol to find a tentative list of next hops given
the location information

Policy Routing Function (PRF)Uses the policy of #¢ndestination PSAP, PSAP state, congestion
state, time of day, etc to determine choose one of the next hops that will receive the call.

4.2.6 End to End generic SIP emergency call architecture

The following figure shows an exid-end functional architecture basen a generic SIP solution.

|
Originating ‘ Emergency Services 1 i3 PSAP
Network " IP Network (ESinet) | Network
|
| |
! \
| |
! \
| |
! I
| |
LIS ECRF i ECRF !
‘ |
sip | / \ |
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/ | | \
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UA  |=====emececcecececeeee————— T ---------------------- qmmm———- UA
\
! I
\
LIS (Loc. Info. Srvr.) UA (User Agent) Media Path ~ ==-=-- Data Query Path ——
In Scope of i3 [ ECRF (EC Routing Function) | Signal Path -_— Data Provisioning

Out of Scope ] ESRP (ES Routing Proxy)

Figure 4-10 Generic SIP ESInet Architecture i End-to-End Example (shows general SIP
trapezoid w/single ECRF)

A user agent will use a Location Acquisition Protocol to accesS ddcllocation information. The
user agent queries the ECRF using LoST to obtain a PSAP/ESRP URI, the local dial string for that
location (e.g. 9-1) and a confirmation that the location provided by the LIS is valid.

A high level call flow within this dinctional architecture would go as follows:

1. The calling UA requests its location information from the LIS (typically at bootstrap);
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